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TINH THANH HOA Péoc lap - Tw do - Hanh phac
TRUNG TAM CNTT&TT
S6: 78 ITTCNTT&TT-QTHT Thanh Hoa, ngay 21 thang 4 nam 2023

Vv 16 hong bao mat anh huong cao
va nghiém trong trong cac san pham
Microsoft cong bo thang 4/2023

Kinh gui:
- Van Phong Tinh uy;
- Van Phong Boan DPBQH va HDND tinh;
- Van Phong UBND tinh;
- Céc sd, ban, nganh cép tinh;
- UBND cac huyén, thi xa, thanh phé;
- Céc t0 chirc doan thé chinh tri cap tinh;
- Cac doanh nghiép VT, CNTT trén dia ban tinh.

Cin cir Cong van s 554/CATTT-NCSC ngay 17/4/2023 vé viéc canh 16 hong bao
mat anh hudng cao va nghiém trong trong cac san pham Microsoft cong b thang 4/2023
ciia Cuc An toan thong tin, B Thong tin va Truyén thong. Theo d6, ngay 11/4/2023,
Microsoft da phat hanh danh sach ban va thang 04 véi 97 16 hong bao mat trong cac san
pham caa minh. Ban phat hanh thang nay dic biét dang chua ¥ cac 16 hong bao mat co
murc anh hudng cao va nghiém trong sau:

- L& hong bao mat CVE-2023-28252 trong Windows Common Log File System
Driver cho phép dbi tuong tin cong thuc hién tin cong nang cao dic quyén. LS hong
nay dang bi khai théac trong thuc té.

- Lb hong bao mat CVE-2023-21554 trong Microsoft Message Queuing cho phép doi
tuong tin cong thuc thi ma tir xa.

-03 16 héng bao mat CVE-2023-23384, CVE-2023-23375, CVE-2023-28304 trong
Microsoft SQL Server cho phép ddi tuong tan cong thyuc thi ma tir xa.

- L6 hong bao mat CVE-2013-3900 xac thuc chir ky WinVerifyTrust cho phép doi
tugng tan cdng cd thé thém nai dung vao phan chit ky ma xac thuc trong tép thyc thi da
ky ma khéng lam mat hiéu lyc chir ky. Gan day, 16 hong nay da duoc st dung trong cac
cudc tan cdng chudi cung tng vao phan mém cua hing 3CX. Microsoft di dua ra ban
Vé vé viéc kiém tra tinh xac thuc cua chit ky dudi dang tdy chon bat hoac tat, néu khdng
dugc cau hinh s& mic dinh 12 tat. Trong ban cap nhat nay Microsoft da bo sung thém
cac phién ban hé diéu hanh bi anh huong. Pé nang cao bao mat an toan théng tin cho
c4c thiét bi str dung hé diéu hanh Windows nguoi ding c6 thé xem xét viéc bat tiy chon
Kiém tra nay.

- 02 16 hong bao mat CVE-2023-28287, CVE-2023-28295 trong Microsoft
Publisher cho phép ddi twong tan cong thuc thi ma tir xa.



- 02 16 hong bao mat CVE-2023-28309, CVE-2023-28314 trong Microsoft
Dynamics 365 cho phép dbi twong tan céng thuc hién tin cong XSS.

(Théng tin chi tiét cac 16 hong bao mdt ¢d tai Phy luc kém theo.)

Pé tang cudng chi dong phong ngira cac rii ro mat an toan thong tin tai cac hé théng
thong tin cta cac co quan, don vi, Trung tim Cong nghé thong tin va Truyén thong dé
nghi cac co quan, don vi chi dao cac bd phan, c4 nhan thyc hién nhitng ndi dung sau:

1. Kiém tra, ra soat, xac dinh may tinh sir dung hé diéu hanh Windows c6 kha ning
bi anh hudng. Thyc hién cap nhat ban vé kip thoi dé tranh nguy co bi tin cong (tham khao
thong tin tai phu luc kém theo). Hudng din k¥ thuat cach thirc thuc hién chi tiét ddi véi
16 héng bao mat tai dia chi: https://attt.thanhhoa.gov.vn

2. Chi dao cac To ung clru sy c¢d an toan thong tin mang tai co quan, don vi minh
ting cudng giam sat hoat dong cac hé thong thong tin va sin sang phuong an xir 1y su ¢b
khi phét hién c6 ddu hiéu bi khai thac, tin cong mang; déng thoi thudng xuyén theo ddi
kénh canh bao cua cac co quan chirc ning va céac td chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tAn cong mang.

Trong qua trinh thyc hié¢n, néu gap kho khan, vuong mic vé k¥ thuat lién quan dén
cac ndi dung, cong viée trén dé nghi lién hé véi Trung tim Cong nghé thong tin va Truyén
thong Thanh Hoa (co' quan thuong truc ciia DJi vmg civu sie ¢6 an toan théng tin mang
ciia tinh) @ phdi hop hd tro, xir 1y.

Dién thoai: (0237)3718.699

Thu dién ti: ungcuusuco@thanhhoa.gov.vn

Xin tran trong cdm on./.

Noi nhén: KT. GIAM POC
- Nhu kinh giri; PHO GIAM POC
-So TT&TT (dé blc);

- PGP S¢ Nguyén Vin Tudc (dé blc);
- Giam doc Trung tam (dé b/c);
- Luu: VT, QTHT.

Tran Ngoc Hung


https://attt.thanhhoa.gov.vn/

Phu luc: Théng tin cac 16 hong bao mat
(Kem theo cong van so
cua Trung tam Cong nghé thong tin va Truyén thong Thanh H0a)

ITTCNTT&TT-QTHT ngay

1. Théng tin cac 16 hong bao mat

1. Théng tin c4c 16 héng bao mat

thdng nam 2023

STT

CVE

Mo ta

Link tham khao

CVE-2023-28252

- biém: CVSS: 7.8 (cao)

- M6 ta: 15 héng trong Windows
Common Log File System
Driver cho phép ddi tuong tan
cong thuc hién tin cdng nang
cao dic quyén. L& héng nay
dang bi khai thac trong thyc té.
- Anh huong: Windows Server,
Windows 10,11.

https://msrc.microsoft.com/up
date-
guide/vulnerability/CVE-
2023-28252

CVE-2023-21554

- Piém: CVSS: 9.8 (nghiém
trong)

- M6 ta: 16 hdng trong Microsoft
Message Queuing cho phép dbi
tuong tan cong thuc thi ma tir
Xa.

- Anh huong: Windows Server,
Windows 10/11.

https://msrc.microsoft.com/up
date-
guide/vulnerability/CVE-
2023-21554

CVE-2023-23384
CVE-2023-23375
CVE-2023-28304

- biém: CVSS: 7.8/7.3 (cao)

- Md ta: 16 hong trong Microsoft
SQL Server cho phép dbi tuong
tan cong thyc thi mA tir xa.

- Anh hudng: Microsoft SQL
Server,  Microsoft ODBC
Driver 18.

https://msrc.microsoft.com/up
date-
guide/vulnerability/CVE-
2023-23384
https://msrc.microsoft.com/up
date-
guide/vulnerability/CVE-
2023-23375
https://msrc.microsoft.com/up
date-
guide/vulnerability/CVE-
2023-28304

CVE-2013-3900

- biém: CVSS: 7.4 (cao)

- M6 ta: 16 hong xac thuc chir ky
WinVerifyTrust cho phép dbi
tuong tan céng co thé thém noi
dung vao phan chit ky ma xac
thuc trong tép thuc thi da ky ma
khong l1am mat hiéu lyc chit ky.
- Anh huong: Windows Server,
Windows 10/11.

https://msrc.microsoft.com/up
date-
guide/vulnerability/CVE-
2013-3900

CVE-2023-28287
CVE-2023-28295

- Piém: CVSS: 8.8 (cao)

- Mb ta: 15 hong trong Microsoft
Publisher cho phép ddi tugng tan
cong thuc thi ma tur xa.

https://msrc.microsoft.com/up
date-
guide/vulnerability/CVE-
2023-28287




- Anh huéng: Microsoft Office, | https://msrc.microsoft.com/up

Microsoft Publisher. date-
guide/vulnerability/CVE-
2023-28295
- Diém: CVSS: 7.6/6.1 (cao) https://msrc.microsoft.com/up
- M@ ta: 16 hdng trong Microsoft date- .
Dynamics 365 cho phép ddi guide/vulnerability/CVE-
6 CVE-2023-28309 tuong tan cong thuc hién tan 2023-28309
CVE-2023-28314 cﬁhg XSS : i https://msrc.microsoft.com/up
- Anh huéng: Microsoft date- .
Dynamics 365. guide/vulnerability/CVE-
2023-28314

2. Huéng din khic phuc
Huéng dan chi tiét khac phuc cic 16 hong bao mat trén tai dia chi:
https://attt.thanhhoa.qov.vn (Muc Huéng dan = Ky ning An toan théng tin)

ﬁ TRUNG TAM BIEU HANH AN TOAN
AT/ AN NINH MANG TINH THANH HOA

Trangchd Tintdc Canhbdo | Hudngdin | Hétrg

K§ néng an toan théng tin

Cdng cu

Video

Du bao sém nguy co tdn cong mang
trén dién rong

Trong thai gian gan déy, Cuc an toan théng tin, Bd Thong tin va Truyén théng da ghi
nhén cb céc diém yé ng bao mat nghiém trong lién quan dén cac trang thiét bi,
may tinh va phin mém hé digu hanh dang durae st dung réng rai tai Viét Nam. L6 hang
nay khdng chi don gian Ia khai théc dugc khi cé quyen truy cap tryc ti€p vao may
tinh/may chii cai dét phién ban hé digu hanh Windows bi &nh hiréing, mé con cd thé tan

cdng thong qua mét may tinh trong mang. Trén co sd do va thuc € trién khai cong tac
gidm st an toan thdng tin nhitng n&m qua, Trung tm NCSC dur bdo sém I8 hdng nay
hoan toan cé‘p\"é' durge tan dung dé tién hanh céc chién dich tn cng cé chil dich APT
I6n trén quy méd rong trong thoi gian ngén sép tGi vao khdng gian mang Viét Nam

Q, BAM VAO DAY DE XEM CHI TIET

3. Tai liéu tham khao
https://msrc.microsoft.com/update-quide
https://www.zerodayinitiative.com/blog/2023/4/11/the-april-2023-security-update-

review


https://attt.thanhhoa.gov.vn/
https://msrc.microsoft.com/update-guide
https://www.zerodayinitiative.com/blog/2023/4/11/the-april-2023-security-update-review
https://www.zerodayinitiative.com/blog/2023/4/11/the-april-2023-security-update-review
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