564943 Ngay 09/05/2024|

SO THONG TIN VA TRUYEN THONG CQNG HOA XA HQI CHU NGHIA VIET NAM

TINH THANH HOA Déc 1ap - Tw do - Hanh phc
TRUNG TAM CNTT&TT
S6: 152 /TTCNTT&TT-QTHT Thanh Hod, ngay (09 thang 5 nam 2024

V/v canh bao cac 16 hdng bao mat nghiém
trong va chién dich tan cong mang bang
mi doc bién thé moi vao cac hé thdng
thdng tin cua cac co quan, don vi

Kinh gui:
- Van phong Tinh uy;
- Van phong Boan DPBQH va HDND tinh;
- Véan phong UBND tinh;
- Céc s0, ban, nganh cép tinh;
- UBND cdc huyén, thi xa, thanh phé;
- Céc to chire doan thé chinh tri cap tinh;
- Céac doanh nghi¢p VT, CNTT trén dia ban tinh.

Céan ctr cac Cong van canh bao an toan thong tin ciia Cuc An toan thong tin, B
Thong tin va Truyén thong vé viéc xuat hién cac 16 hong bao mat anh hudng nghiém
trong trén cac phan mém, Gmg dung. Pac biét, qua cong tac gidm sat an toan thong
tin mang, ghi nhan cé4c chién dich tan cdng nham vao céc thiét bi mang Cisco c6
mirc d6 nghiém trong anh hudng tdi cac hé thong thong tin va nguy co mat an toan
thong tin. Cy thé nhu sau:

- L& hong bao mat anh hwéng nghiém treng trong phan mém PAN-OS

PAN-OS 1a mot hé diéu hanh tudng lia duoc trién khai dudi dang tich hop
trén thiét bi phan cang chuyén dung hoic tng dung doc lap. Trong thoi gian qua,
ghi nhan ma khai thac cua 16 hdng ton tai trong phan mém PAN-OS di duoc su
dung dé tin cdng vao hé thdng thdng tin ctia nhiéu co quan, t6 chic.

L hong duoc gan nhén theo chuan quéc té c6 ma CVE-2024-3400 anh huong
trén phan mém PAN-OS. Thong tin vé 16 hong nay dat ra mot canh bao trong viéc
can ra soat va nang cap phién ban hoic &p dung bién phap khic phuc thay thé can
duogc thyc hién ngay 1ap tiac néu tai cac co quan, to chtc ¢ trién khai phan mém
nay.

(Thong tin chi tiét cac 16 h(fng bao mdt co tai Phu luc I kem theo)
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- L& hong an toan thong tin anh hwéng cao va nghiém treng trong cac san
pham Microsoft cong bé thang 04/2024

Ngay 09/04/2024, hang Microsoft da phat hanh danh sach ban va bao mat dinh
ky thang 4/2024 vai 147 16 hong an toan thdng tin trong cac san pham caa minh.
Ban phat hanh thang nay dac biét dang chii y vao cac 16 hong an toan thong tin co
muc anh huong cao va nghiém trong sau:

+ L& hong an toan thong tin CVE-2024-20678 trong Remote Procedure Call
Runtime (RPC) cho phép dbi twong tan cong thyuc thi ma tir xa.

+ L& héng an toan thong tin CVE-2024-29988 trong SmartScreen cho phép
d6i tuong tan cong vuot qua co ché bao Vé.

+ 03 15 héng an toan thong tin CVE-2024-21322, CVE-2024-21323, CVE-
2024-29053 trong Microsoft Defender for IoT cho phép ddi tuong tan cong thuc thi
ma tur Xa.

+ L& hong an toan thong tin CVE-2024-20670 trong Outlook for Windows
lam 16 lot NTML hash, cho phép ddi tuong tan cdng thuc hién tan cong gia mao
(spoofing).

+ L& hong an toan thong tin CVE-2024-26256 trong thu vién nguén mo
libarchive cho phép dbi tugng tan cong thuc thi ma tir xa.

+ L6 hong an toan thdng tin CVE-2024-26257 trong Microsoft Excel cho phép
déi twong tin cong thuc thi mé tir xa.

+ 07 15 héng an toan thong tin CVE-2024-26221, CVE-2024-26222, CVE-
2024-26223, CVE-2024-26224, CVE-2024-26227, CVE-2024-26231, CVE-2024-
26233 trong Windows DNS Server cho phép d6i tuong tan cong thyuc thi ma tir xa.

+ L& hong an toan thong tin CVE-2024-26234 trong Proxy Driver cho phép doi
tuong tan céng thuc hién tn céng gia mao (spoofing).

(Théng tin chi tiét cdc 16 hong bao mdt cé tai Phy luc II kém theo)

- Phat hién ma dgc trojan Redline Stealer

Mi doc Trojan Redline Stealer hién dang duoc str dung dé tan cong vao hé
théng thong tin cua nhiéu co quan, té chic. Trong d6, ghi nhan mot bién thé mai
cua ma doc trojan Redline Stealer da dugc phat hién trén khdéng gian mang, ma doc
nay duoc thiét ké danh riéng dé thyuc hién cac hanh vi doc hai. S6 liéu théng ké cho
thdy ma doc dang rat pho bién trén toan thé giéi khi n6 lay nhiém va tan cong. Dé
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dam bao an toan cho hé théng thong tin, cac co quan, to chic can thyc hién kiém
tra, ra soat va chuan bj cac phuong an xt ly kip thoi khi phat hién c6 dau hiéu bi
tan cong.

(Théng tin chi tiét xem tai Phu luc 111 kém theo)

- Chién dich tan cong méi nham vao cac thiét bi mang Cisco

Qua cong tac giam sat an toan khéng gian mang quéc gia, Cuc An toan thdng
tin, B6 Thong tin va Truyén théng, ghi nhan chién dich tan cong mang ArcaneDoor
anh huong dén cac thiét bi mang Cisco. Khi truy cap duoc vao céc thiét bi nay, ddi
tugng tan cdng c6 thé diéu huéng hoic diéu chinh luu lwong mang, theo ddi lién
lac trong mang va thuc hién hanh dong trai phép.

(Thdng tin chi tiét co tai Phu IV luc kém theo)

Pé bao dam an toan thong tin mang dbi vé6i cac hé théng thong tin trong cac co
quan nha nudc trén dia ban tinh, Trung tim Cong nghé thong tin va Truyén thong
Thanh Hoéa dé nghi cac co quan, don vi chi dao cac bo phan, ca nhan thuc hién
nhitng nd1 dung sau:

1. T6 chirc kiém tra, ra soat va xac dinh cic mdy tinh trong pham vi co quan,
cac don vi truc thuoc va UBND cép xa dang stir dung h¢ diéu hanh Windows c6 kha
ning bi anh hudéng (néu c6) dé kip thoi thuc hién cap nhét ban va biao mat nhim han
ché cac nguy co bi tin cong, trong d6 c6 ma doc trojan Redline Stealer; Déi véi céc
phan mém PAN-OS (néu c6) dang sir dung ¢ kha ning bi anh huéng bai 16 hong
can khan truong danh gia va thuc hién nang cap Ién phién ban méi nhat (Hudng
dan chi tiét tai dia chi: https://attt.thanhhoa.gov.vn).

2. Céc co quan, don vi dang ghi nhan c6 két ndi ma doc va chua cip nhat day
du cac 16 hong bao mat trén cac may tinh da khuyén nghi (chi tiét tai Phu luc V kém
theo). D& nghi khan truong tién hanh kiém tra, ra soat va khoanh ving tim kiém dé
& bo mi doc dang 1ay nhiém trén cac mdy tinh trong hé théng mang cua don vi. Sau
khi tién hanh thuc hién khic phuc xong, dé nghi cac co quan, don vi thong béo két
qua xir 1y vé Trung tim dé tong hop, theo doi.

3. Chi dao To tmg clru sy ¢d an toan thong tin mang tai co quan, dia phuong
minh trién khai cht dong ra soat va sin sang phuong an xir 1y su ¢6 khi phat hién co
déu hiéu bi khai thac, tin cong mang; dong thoi phd bién, tuyén truyén kip thoi cac

nguy co v€ mat an toan thong tin dugc canh bao cua cac co quan chiic nang trong


https://attt.thanhhoa.gov.vn/

pham vi co quan, dia phuong.

Trong qua trinh thyc hién, néu gap kho khin, vudng mac vé k¥ thuat lién quan
dén cac noi dung, cong viée trén dé nghi lién hé v6i Trung tim Cong nghé thong tin
va Truyén thong Thanh Hoa dé phdi hop hd tro, xur 1y.

Dién thoai: (0237)3718.699; Thu dién tu: ungcuusuco@thanhhoa.gov.vn./.

Noi nhgn: KT. GIAM POC
- Nhu kinh gi; . r <
- S6 TT&TT (dé bic); PHO GIAM bOC

- PGP 8¢ Nguyén Vin Tudc (dé bic);
- Giam doc Trung tam (dé b/c);
- Luu: VT, QTHT.

Tran Ngoc Hung


mailto:ungcuusuco@thanhhoa.gov.vn./
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 Phulyel
THONG TIN VE CAC LO HONG AN TOAN THONG TIN

1. Théng tin cac 16 hong bao mat
M ta: L& hong CVE-2024-3400 (Piém CVSS: 10) anh huong trén phan
mém PAN-OS trong gateway GlobalProtect hién dang bi sir dung dé khai thac. Boi
tuwong tin cong khai thac 16 héng chén 1énh nay cd thé thuc thi ma tir xa vai quyén
root trén tuwong lwa. LS héng gdy anh hwong cho tuong lia cau hinh trén
GlobalProtect gateway va telemetry cua thiét b.
L héng nay anh huéng dén cac phién ban:
e PAN-OS 11.1 trudc ban 11.1.2-h3
e PAN-OS 11.0 truée ban 11.0.4-g1
e PAN-OS 10.2 truédce ban 10.2.9-h1
- Ban va cho cac phién ban bi anh huong s€ dugc phat hanh ngay 14/04/2024,
ngudi dung nén cap nhat ngay khi kha dung.
Du6i day 1a mét s6 IoC dwoc ghi nhan:
e Update.py
e 3de2a4392b8715bad070b2ael12243f166ead37830f7c6d24e778985927f9
caac

5460b51da26¢c060727d128f3b3d6415d1adc25af6a29fef4cc6b867ad365
9078

172.233.228[.]193
hxxp://172.233.228[.]93/policy
hxxp://172.233.228[.]93/patch
66.235.168][.]222
2. Huéng dén khic phuc
Truéc mat, nguoi dung nén bat Threat ID 95187 va dam bao céac bién phap
bao mat 16 hong da duoc &p dung cho GlobalProtect. Trong trudng hop khong thé
bat Threat ID 95187, ngudi dung nén tam thoi tat chirc ning telemetry trén thiét bi
cho téi cap nhat ban va va chi nén bat lai sau khi da cap nhat ban va. Cac budc dé
thuc hién viéc tat telemetry nhu sau:
1. Device > Setup >Telemetry;
2. Chon widget Telemetry;
3. B6 chon muc “Enable Telemetry”;
4. Bam OK dé luu thay doi.
3. Tai liéu tham khao
https://security.paloaltonetworks.com/CVE-2024-3400
https://www.csa.gov.sg/alerts-advisories/alerts/2024/al-2024-040
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Phu luc IT
THONG TIN CAC LO HONG BAO MAT THANG 04/2024

1. Théng tin cac 16 hong bao mat

CVE Mo ta Link tham khao

- Piém: CVSS: 8.8
(Cao)

- M6 ta: L& hong
trong Remote
Procedure Call
Runtime (RPC) cho
phép ddi twong tan | https://msrc.microsoft.com/up
CVE-2024-20678 | cong thuc thi ma tu | date-guide/vulnerability/ CVE-
Xa. 2024-20678

- Anh huong:
Windows 10,
Windows 11;
Windows Server
2008, 2012, 2016,
2019, 2022.

- Piém: CVSS: 8.8
(Cao)

- M6 ta: L6 hdng trong
SmartScreen cho phép
dbi tugng tan coéng
vuot qua co ché bao
VE.

- Anh huong:
Windows 10,
Windows 11;
Windows Server

2019, 2022.

https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2024-29988

CVE-2024-29988

CVE-2024-21322 |- Piém: CVSS: 8.8| https://msrc.microsoft.com/up
CVE-2024-21323 | (Nghiém trong) date-quide/vulnerability/CVE-

CVE-2024-29053 | - M@ ta: L& hong trong| 2024-21322



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21322
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21322
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21322
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Microsoft  Defender
for 10T cho phép dbi
tugng tin cbng thuc
thi ma tu xa.

- Anh huong:
Microsoft Defender
for loT.

https://msrc.microsoft.com/up

date-quide/vulnerability/ CVE-

2024-21323

https://msrc.microsoft.com/up

date-quide/vulnerability/ CVE-

2024-29053

CVE-2024-20670

- Piém: CVSS: 8.1
(Cao)

- M6 ta: Lb hdng trong
Outlook for Windows
lam 16 lot NTML
hash, cho phép dbi
twong tan céng thuc
hién tin cdng gia mao
(spoofing).

- Anh huéng: Outlook
for Windows.

https://msrc.microsoft.com/up
date-guide/vulnerability/CVE-
2024-20670

CVE-2024-26256

- Pbiém: CVSS: 7.8
(Cao)

- M6 ta: L hong trong
the vién nguén mo
libarchive cho phép
dbi tugng tan coéng
thuc thi ma tu xa.

- Anh huong:
Windows 11;
Windows Server

2022.

https://msrc.microsoft.com/up
date-quide/vulnerability/ CVE-

2024-26256

CVE-2024-26257

- Piém: CVSS: 7.8
(Cao)

- M6 ta: L3 hdng trong
Microsoft Excel cho
phép ddi twong tan

cong thuc thi ma tu

https://msrc.microsoft.com/up
date-quide/vulnerability/ CVE-

2024-26257



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21323
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21323
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21323

Xa.

- Anh huong:
Microsoft 365 Apps
for Enterprise,
Microsoft Office
LTSC for Mac.

CVE-2024-26221
CVE-2024-26222
CVE-2024-26223
CVE-2024-26224
CVE-2024-26227
CVE-2024-26231
CVE-2024-26233

- Piém: CVSS: 7.2
(Cao)

- M6 ta: Lb hong trong
Windows DNS Server
cho phép dbi tuong
tan cong thuc thi ma
tur xa.

- Anh huong:
Windows Server

2016, 2019, 2022.

https://msrc.microsoft.com/up
date-quide/vulnerability/ CVE-

2024-26221
https://msrc.microsoft.com/up
date-quide/vulnerability/ CVE-

2024-26222
https://msrc.microsoft.com/up
date-quide/vulnerability/ CVE-

2024-26223
https://msrc.microsoft.com/up
date-quide/vulnerability/ CVE-

2024-26224
https://msrc.microsoft.com/up
date-quide/vulnerability/ CVE-

2024-26227
https://msrc.microsoft.com/up
date-quide/vulnerability/ CVE-

2024-26231

https://msrc.microsoft.com/up

date-quide/vulnerability/ CVE-

2024-26233

CVE-2024-26234

- Diém: CVSS: 6.7
(Cao)

- M6 ta: LS hong trong
Proxy Driver cho phép
db6i tuong tin cong
thue hién tan cong gia
mao (spoofing).

https://msrc.microsoft.com/up

date-quide/vulnerability/ CVE-

- Anh huong:

2024-26234



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26224
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26224
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26224
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26227
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26227
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26227
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26231
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26231
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26231

Windows 10,
Windows 11;
Windows Server
2008, 2012, 2016,
2019, 2022.

2. Hwéng din khic phuc

Bién phép t6t nhat dé khic phuc 1a cip nhat ban va cho céc 16 hong an toan
thong tin noi trén theo hudng dan cia hiang. Hudng dan chi tiét khac phuc cac 15
hoéng bao mat trén tai dia chi: https://attt.thanhhoa.gov.vn (Muc Hudéng din >
Ky nang An toan thong tin). Cac don vi tham khdo cac ban cép nhat phu hop cho
cac san pham dang sir dung tai link nguon tham khao tai myc 1 ctia Phu luc.

ﬁm’:ﬁ:;:::%:u TOAN THONG TIN MMIG Trangchi Tintirc Canh bao Xép hang ATTT  Lién hé
o — o —

Cang cu
Ban tin so ATTT

o
) g
ﬁ. Trac nghiém ATTT

) B

Nang cao nhan thirc an toan Mat tién ty vi bj lira cai phan mém
¥ mang cho ngudi Ién tudi dich vu cong gia mao, doi ngoai té

-
JIIIN
]
= =]

Tai dién chiéu lira cong tac vién online

Lo dién hinh thire lira dao thong Céc hinh thirc lira ddo tryc tuyén
bao dich vu chir ky s6 hét han dip giap Tét Nguyén dan 2024

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/4/9/the-april-2024-security-
updates-review



https://attt.thanhhoa.gov.vn/
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/4/9/the-april-2024-security-updates-review
https://www.zerodayinitiative.com/blog/2024/4/9/the-april-2024-security-updates-review
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Phu luc IIT
THONG TIN CHI TIET VE MA PQC

1. Théng tin chi tiét vé ma ddc trojan Redline Stealer

RedLine Stealer 1a ma doc xuat hién lan dau tién vao khoang thang 3 nim
2020, ma doc ndy c6 kha ning trich xuat thong tin ding nhap tir nhiéu ngudn khac
nhau, bao gom trinh duyét web, &ng dung FTP, email, Steam, tng dung nhin tin va
VPN.

Mot bién thé mai ciia ma doc trojan Redline Stealer dd duoc phat hién trén
khong gian mang, ma doc nay trién khai cac bytecode Lua dé thuc hién cac hanh vi
doc hai. Dir liéu cho thdy ma doc dang rat pho bién khi n6 l1ay nhiém trai dai Bac
My, Nam My, Chau Au, Chau A va Uc.

Cdc don vi ¢6 thé tai xuéng cac ma 10C tai https://alert.khonggianmang.vn/

Du6i day 1a mét s6 IoC dwoc ghi nhan

5e37b3289054d5e774c02a6ec491
Cheat.Lab.2.7.2.zip 5a60156d715f3a02aaceb7256¢cc3e
bdc6610

https[:]//github[.Jcom/microsoft/vcpkg/files/1412

Cheatlab2.7.2.2Ip | 5o3/Cheat Lab.2.7.2.2ip

873aa2e88dbc2efa089e6efd1c8a5370e04c9f5749

luas1.dll d76312912bch640439997
readme. txt 751197824cd211ae710655e60a26885cd79974f0f
' 0a5e4e582e3b635492b4cad
Comiler exe dfbf23697cfd9d35263af7a455351480920a95bfc
prier. 642f3254ee8452ce20655a
Redline C2 213[.]248[.]43[.]58

hxxps://github.com/microsoft/STL/files/1443256

Trojanised Git Repo 5/Cheater.Pro.1.6.0.zip

2. Tai liéu tham khao
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/redline-stealer-a-
novel-approach/


https://alert.khonggianmang.vn/
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Phu luc IV
THONG TIN CHI TIET CHIEN DICH TAN CONG

1. Théng tin chi tiét vé chién dich tin céng

Chién dich tin céng mang ArcaneDoor anh huéng dén cac thiét bi mang
Cisco. Khi truy cap duoc vao cac thiét bi nay, dbi twong tin cong cé thé diéu hudng
lai hodc diéu chinh luu luong mang, theo ddi lién lac trong mang luéi va thuc hién
hanh dong trai phép.

Trong thoi gian vira qua, di cho thay sy gia ting cta cac chién dich tan cong
nham vao thiét bi mang trong linh vuc cung cap dich vu vién théng va to chirc ning
luong. Vao dau nam 2024, trong mot cudc diéu tra phan tich da phat hién dugc mot
nhoém tan cdng méi hién dang duoc theo ddi dudi tén UAT4356 boi Talos va
STORM-1849 bai Microsoft Threat Intelligence Center.

DPuoc biét UAT4356 da trién khai hai backdoor trong chién dich 1an nay, cé
tén “Line Runner” va “Line Dance”, ca hai duoc st dung dé thuc hién cac hanh vi
doc hai Ién thiét bi bi anh huong, bao gdm: diéu chinh ciu hinh, do tham, theo
déi/trich xuat luu luong mang va leo thang dac quyen.

Thong qua qua trinh diéu tra phan tich, cac nha phan tich thay rang cac nhoém
tan céng thuong trién khai ma doc, thyuc thi ma tir xa trén thiét bi bi anh huéng. Hai
16 hong bi khai thac gom co:

e CVE-2024-20353 (Piém CVSS: 8.6 — Cao) ton tai trén Cisco Adaptive
Security Appliance (ASA) Software va Cisco Firepower Threat Defense (FTD)
Software cho phép dbi tuong tan cong thuc hién tan cong tir chéi dich vu.

e CVE-2024-20359 (Piém CVSS: 6.0 - Trung binh) t6n tai trén Cisco
Adaptive Security Appliance (ASA) Software va Cisco Firepower Threat Defense
(FTD) Software cho phép dbi twong tin cong thuc thi ma tly ¥ voi dac quyén root.

Céc don vi c6 thé tai xudng cac ma IOC tai https://alert. khonggianmang.vn
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Du6i day 1a mdt s6 IoC dwoc ghi nhan

192.36.57[.]181 185.167.60[.]85
185.227.111[]17 176.31.18[ ]153
172.105.90[.]154 185.244.210[.]120
45.86.163[ ]224 172.105.94[.]93
213.156.138[.]77 89.44.198[ ]189
45.77.52[.]253 103.114.200[.]230
212.193.2[.]48 51.15.145[.]37
89.44.198[.]196 131.196.252[ ] 148
213.156.138[.]78 121.227.168[.]69
213.156.138[.]68 194.4.49[ .16
185.244.210[.165 216.238.75[.]155

2. Hwéng dan khic phuc

- Kiém tra lai cac thiét bi mang cua doanh nghiép, t6 chirc dong thoi thuc hién
cap nhat ban va mai nhit

- Ghi chép lai su kién cua thiét bi vao mot dia diém bao mat tap trung.

- Sur dung xéac thuc da budc (MFA) bao mat cao.

3. Tai liéu tham khao

https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-
campaign-found-targeting-perimeter-network-devices/
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Phu luc V

THONG TIN CAC PON VI CO KET NOI MA PQC

STT Pon vi bi nhiém Pia chi két ndi ma déc
" NIA S S A 35.247.124.134
1 | S& Nbng nghiép va Phat tricn Nong thon 34.101.226.87
2 | S6 Vin hoa, Thé thao va Du lich 34.91.94.238
3 | UBND huyén Ba Thudéc 184.105.192.2
4 | UBND huyén Nong Céng 34.91.94.238

35.247.124.134
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